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Secure Multi-Party Computation 
 
Secure multi-party computation (MPC) allows a set of 
players to compute an arbitrary function of their private 
inputs. The computation guarantees the correctness of 
the result while preserving the privacy of the players' 
inputs, even if some of the players are corrupted by an 
adversary and misbehave in an arbitrary and malicious 
way. Almost any distributed cryptographic protocol can 
be realised using a general MPC protocol. We are 
interested in developing theories, techniques and tools 
that can be used for analysis and assessment of secure 
MPCs; and design efficient and practical MPCs for 
different real-life applications. 
  
Security Service for Group-oriented Communication  
 
Multicast communication is a relatively recent mode of 
communication that allows a sender to efficiently 
broadcast a message to a group of users. It has been 
becoming the basis for a growing number of applications 
such as broadcasting stock quotes, special sporting 
events, Internet news, and pay TV. It is therefore critical 
to provide sound security mechanisms for multicast 
communication. Yet, existing security protocols for 
multicast offer only partial solutions. Our research goal is 
to provide the two basic security services, secrecy and 
authentication, in the context of multicast stream 
communication. 
 
Algebraic Cryptanalysis  
 
The aims of our research are: (i) to apply the algebraic 
attacks to Rijndael, the new proposed Advanced 
Encryption Standard (AES), to Serpent (the second 
algorithm in the AES competition), and to other 
algorithms including hash functions; (ii) to develop a 
theoretical framework for algebraic cryptanalysis of 
modern private-key cryptographic algorithms; (iii) to 
search for new more efficient factoring algorithms using 
algebraic approach; (iv) to develop new design criteria 
for S-boxes that provide immunity against algebraic 
attacks.  
 

Applications of coding theory and cryptography range from 
correcting scratches and dust for a music CD, correcting 
the fading and noise of high frequency radio transmission 
in the Cell phones conversations, to ATM cards, computer 
passwords, and on-line payments 
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